From: O"Reilly, Patrick D. (Fed

To: Chen, Lily (Fed); Dworkin, Morris J. (Fed); Barker, Elaine B. (Fed); Kelsey, John M. (Fed); McKay, Kerry A. (Fed);
Moody, Dustin (Fed); Regenscheid, Andrew R. (Fed); Liu, Yi-Kai (Fed); Peralta, Rene C. (Fed); Grassi, Paul A.
(Fed); Bassham, Lawrence E. (Fed); Sonmez Turan, Meltem (Fed); Yaga, Dylan J. (Fed); Dang, Quynh H. (Fed)

Subject: Annual Report Time

Date: Monday, October 23, 2017 2:19:25 PM

Attachments: CT-Group 2016-2017-List-of-Projects LILY-updated.docx
Hi CT Group,

You got this email because Lily identified you all to work on the Annual Report by updating or
drafting a new write-up. Please try to refreain FROM using a lot of the same information provided in
last year’s write-up.

| know in year’s past you guys worked together on this and sent the write-ups to Quynh. I'm
presuming that Quynh is still taking on this responsibility?

I’m sure Lily will have somebody in place to collect all write-ups from your group and make the
needed edits.

Attached is the updated list of projects/programs with POC that Lily provided for me for the 2017
Annual Report — if you feel something is amiss, please talk it over with Lily — | just went by the list she
provided.

Thank you in advance for your help & time on the Annual Report.
Pat
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CRYPTOGRAPHIC TECHNOLOGY GROUP:
Group Manager: Lily Chen

		Project Name:

		Project Contact(s):

		Category Project Listed Under in Annual Report:



		· Hash Algorithms and Derived Functions (SP 800-185)

		Morrie Dworkin

		Cryptographic Technology ->
Cryptographic Standards Program



		· Random Number Generation (RNG)

		Elaine Barker and John Kelsey 

		Cryptographic Technology ->

Cryptographic Standards Program



		· Transport Layer Security (TLS)

		Kerry McKay and Lily Chen

		Cryptographic Technology ->

Cryptographic Standards Program



		· Key Management

		Elaine Barker, Lily Chen, 

		Cryptographic Technology ->

Cryptographic Standards Program



		· Block Cipher Modes of Operation

		Morris Dworkin

		Cryptographic Technology ->

Cryptographic Standards Program



		· Elliptic Curve Cryptography

		Dustin Moody, Lily Chen and Andy Regenscheid

		Cryptographic Technology - > Cryptographic Standards Program



		· Post-Quantum Cryptography

		Dustin Moody, Yi-Kai Liu, and Lily Chen

		Cryptographic Technology ->

Cryptographic Research



		· NIST Randomness Beacon

		Rene Peralta

		Cryptographic Technology ->

Cryptographic Research



		· Authentication

		Paul Grassi



		Cryptographic Technology - > Cryptographic Standards Program



		· Cryptography for Constrained Environments
(Is this Lightweight Cryptography?)

		Larry Bassham, Kerry McKay and Meltem Sönmez Turan

		Cryptographic Technology ->

Cryptographic Research



		· Circuit Complexity Research

		Rene Peralta

		New Research Areas in Cryptographic Techniques for Emerging Applications



		· Wireless and Mobile Security (Bluetooth 800-121 r2)

		Lily Chen

		Cryptographic Technology ->

Applied Cryptography



		Blockchain and Distributed Ledgers

		Dylan Yaga and Andrew Regenscheid 

		Not sure which group should be the owner of the project



		Cryptographic Guidance for IPsec and IKE

		Quynh Dang and Elaine Barker

		Cryptographic Technology ->

Applied Cryptography
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